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Human Reliability Assessment 

Human reliability is the opposite of human error. It is the probability of successfully 
performing a task. The reliability of a system depends on hardware, software and 
human reliability. It is important to be able to assess human reliability, particularly in 
a complex high-hazard system. Human Reliability Assessment (HRA) is a structured 
and systematic way of estimating the probability of human errors in specific tasks. 

HRA is used in the nuclear, offshore and chemical processing industries as part of 
the risk assessment process. The overall method is generally applicable and can be 
used in other industrial sectors. There are three main reasons for the use of HRA: 

 

 to give a benchmark for safety cases and design briefs; 

 to enable comparison of alternative designs or organisational solutions; and 

 to identify the weaker human links in a system so that appropriate control 
measures can be introduced. 

 

A HRA is usually carried out by a trained risk assessor or a human reliability analyst. 
Representatives of the workforce need to be involved in the process to contribute 
specific task knowledge and experience. Differences between assessors can occur 
and, for tasks where human reliability is critical, independent assessments are 
useful. Analysts should be trained to increase their awareness of possible human 
errors, improve familiarity with data values and with available quantification methods. 
Feedback to assessors can help to improve their accuracy. 

 

Steps in a Human Reliability Assessment 
The following steps are usually part of a HRA:   

Determine scope of assessment. The assessor will consider such issues as:  

 Is the HRA part of a wider assessment? 

 Is estimation of human error probabilities needed? 

 What criteria are to be applied, e.g. fatalities, injuries? 

 What resources and expertise are available? 

Gather information. Collect information on which tasks need analysis. Visit the 
workplace and walk-through or talk-through these tasks. 

Describe the tasks. Select a method to formally describe each task in terms of its 
goals, steps and the interactions between the person and the system. This 
establishes exactly what the person needs to do to carry out the task correctly. 

Identify any human errors. Try to identify all the significant human errors that the 
person could make. Think about: 

 What human errors can occur with each task? Formal methods exist to help 
with the identification of errors (see Kirwan, 1994). 

 What influences are there on performance? Typical influences include: time, 
pressure, design of controls, displays and procedures, training and 
experience, fatigue, and levels of supervision.  
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 What are the consequences of the identified errors? Which are the significant 
errors? 

 Are there any opportunities for detecting each error and recovering it? 

 Are there any dependencies between the identified errors, e.g. might one 
person make the same error on more than one item of equipment? A typical 
example might be an operator miscalibrating more than one instrument 
because they have made a miscalculation. 

Estimate human error probabilities. If required, estimate the human error 
probability for each significant error identified. This can be done using historical or 
field data if it is available or by asking knowledgeable experts for their judgement. 
Existing HRA methods may be used to estimate these probabilities (see Kirwan, 
1994). Combine individual error probabilities to give an overall Human Error 
Probability (HEP) for the task. 

Give information to system analysts. Supply the information from the HRA to the 
system analysts and, if required, carry out further analyses. 

Develop control measures. If the impact of human error on system reliability is 
significant then error reduction should follow. Control measures may include: 
redesign of the task or working environment, improvements to selection and training 
of staff, or placing additional barriers in the system to prevent the consequences of 
errors. 

 

Estimation of Human Error Probabilities 
The most debatable element of HRA lies with the estimation of Human Error 
Probabilities (HEPs). A variety of alternative methods are available for this task and 
are usually known by their acronyms such as THERP, HEART, SLIM, etc. Most of 
the methods involve some expert judgement but aim to reduce the biases inherent in 
such judgements. Typically the HRA method will provide a basic error rate for a task 
or individual error. This is then modified by considering plant or task specific factors 
such as supervision, time pressure, design of controls and displays. 

The methods are more appropriate for those errors arising during the execution of a 
well-learned, familiar, routine task (so-called ‘skill-based errors’). Take care when 
using the methods for other types of errors or for violations. It is important to 
understand the type of errors you are assessing and to make sure that the methods 
are appropriate.  

You need to take care with the numbers generated by the methods. Do not assume 
that the results will be precise; instead treat the probabilities as estimates with a 
margin of error. 
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